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EKCIIEPTHU BUCHOBOK

Jata Bumaui: {é.03 2017 M. KuiB
Bunanmii: ToBapucTBy 3 06MexeHO0 BinnosinanpHicTio “ABTOP” (xom €EZTPTIOY 32248356)

Ha mijacTaBi pimrenHs ExcrepTHOI KoMicii 3 muTaHb IPOBEJICHHS ICPXKABHOI €KCIIEPTH3H B cepi
KpunrorpapiyHoro 3axucry indopmanii JlepxaBHOI CiIy6H CIEHiaTbHOrO 3B’S3Ky Ta 3aXHCTY
indopmarii Ykpainu, mporoxon Bix 07.03.2017 Ne 281.

O6’ext excrieprusu: [TPUCTPIA JUII ABTOMATWYHOI'O OBPOBJIEHHS [HOOPMALIT —
KAPTKA MIKPOITPOLIECOPHA “CRYPTOCARD-337” AUCA.467649.041,
AYCA.467649.042-01, AUCA.467649.043.

Pospobrennit (Buroropnenuit): ToBapHCTBOM 3  OOMEKEHOIO BiAnoBinaneHicTiIO  “ABTOP”
(xom €IPTIOY 32248356).

Excriepraunit sainan: Anminicrpanis JlepxkaBHoi cIy6u  CIEmiambHOrO 3B’S3Ky Ta 3aXHUCTy
inpopmarii Ykpainu (kox €EJPIIOY 34620942).

BucuoBku:

1. B 06’€KTi eKcrepTH3l NpaBUIBLHO peaTi3oBaHO Kpunrorpadgiyni anropurmu, BusHaueHi JCTY
I'OCT 28147:2009 (B pesxumax mpocToi 3aminm, raMyBaHHs i3 3BOPOTHHM 3B’SI3KOM Ta 00UHCIICHHS
imitoBcraBku), OCT 34.311-95, ICTY 4145-2002 (upu peanisanii B moniHoMiansHOMY Ga3uci).

2. B 06’€KTi eKCIIepTH3H MPAaBUILHO Peati3oBaHO Kkpunrorpadivuni anroputmu mudpysasas DES,
TDEA, AES Bimnosimno go JICTY ISO/IEC 18033-3:2015 (B pexumax ECB, CBC, CFB,
BusHavueHi JICTY ISO/IEC 10116:2014).

3. B 00’€KTi eKcIepTH3H NpaBUILHO peaTi3oBaHo KpHNTOrpagiunuit anroput™ mudpysanas RSA,
BusHagennii PKCS#1 v2.1 RSA Cryptography Standard (3a cxemoro RSAES-PKCS1-v1 5
3 IOBXHHOIO Kimroya 1024, 1536, 2048 6iT).

4.B 00’€KTi eKCIEPTH3U NPABUIFHO pPeaTi30BaHO KpunTorpagivyHuii anroput™ (GpopMyBaHHS Ta
ICPEBIPAHHS  €TEKTPOHHOIO  IH(POBOro mianucy RSA, Busnademmii PKCS#1  v2.1
“RSA Cryptography Standard” (3a cxemoro RSASSA-PKCSI-vl_5 3 nosxwunoro kmoua 1024, 1536,
2048 6ir).

5. B 06’€KTi eKCIIEPTH3H NPABHILHO Peati3oBaHO Kpunrorpadignuii anroput™ rerysagas SHA-1,
BusHavenuii B JICTY ISO/IEC 10118-3:2005.

6. B 00’eKTi eKCHepTH3M MpaBHIBHO peati3oBaHO alnropuT™ BUpOONeHHs imiToBcTaBku (MAC)
srinno anroputMy DES Bimmosinmo no FIPS PUB 81 Federal Information Processing Standards
Publication 81 (B pexwumi po6ora MAC-CBC).

7.B 00’€KTi €KCIepTH3M MPaBHJILHO pPEai30BaHO aIropuT™M BHpOOJeHHs iMiToBcTaBku (MAC)

srigHo anroput™My AES Binmosizao mo NIST 800-38A NIST Special Publication (B pexumi MAC-
CBOQ).




2

8. B 00’€KTi eKCIepTH3M IpaBUILHO peatizoBaHO anropuT™ BHpOOIeHHs iMiToBcTaBku (CMAC)
3rigHo anroput™y AES Binnosinuo mo NIST Special Publication 800-38B (B pexxumi CMAC).

9. Ilopsanox BHUpPOOJEHHS CEaHCOBHX KIIOYIB I mu(pyBaHHs JaHHX B 00 €KTi eKCIepTH3H
peaiizoBaHO BiANOBiNHO 1O mOKyMeHTa “3aco6u K3I. Metommka BUPOOJICHHS CEaHCOBOIO KJIIOYA,
aBTeHTU(iKallii, reHepyBaHHS BMIAAKOBHX MOCTiZOBHOCTEH Ta KOHTpomO0 3acobiB  K3I
AYCA.460709.001.

10. IIpOTOKON aBTOHOMHOIO Y3TOIDKEHHS KIIIOYiB tany Jlipdi-I'enmana (KANIDH), sxwuit
peaiizoBaHO B 06’€KTi €KCIIEPTH3H, BiAIOBiae BUMOram Hakazy AnMinicTpanii JlepsxaBHoi ciryx6u
CIICLialIbHOTO 3B’SI3KY Ta 3aXxMCTy iHdopmanii Yipainu Bix 18.12.2012 Ne 739 “IIpo 3arBepmKeHHs
Bumor 10 dopmartiB xpunrorpadidHEX MOBimOMIEHE”, 3apeecTpoBaHoro B MiHicTepcTBi rocTHIIT
Yxpainu 14.01.2013 3a Ne 108/22640 (ECDH B HOJIIHOMIiaTbHOMY 6a3suci, 3 TOBXHUHOIO KII0Ya
163-509 6it).

11.B 06’ekTi eKkcmepTH3W KIIO4OBi Jami 36epiraroTbest B 3aXMIICHOMY 3allaM’ITOBYIOUOMY
TIPUCTPO] i3 HEMOXIIUBICTIO IX HECAHKI[IOHOBAHOTO 3UHTYBAHHSL.

12. O6’exT excrmepTusu BinmoBimae BuMoraM TeXHIYHOrO 3aaanHsg T3.AUCA.467649.041-01 i3
HomosHenHsM Ne 1 10 HBOTO, B yacTUHi peamizamii hyHKiit KpUNTOrpadiyHuX NEepeTBOPEHE.

13. O6’exT excniepTu3u (K 3aci6 kpunTorpadiaHoro 3axucTy iHpopMarii kateropii “III”, “K”, “P”,
“II”) Moxe OyTH BHKOPHCTaHMI I TTOGYIOBH 3ac06iB KpunrorpagiuyHoro 3axucry indopmarii
3 oOMeXeHHM JocTynoM (Kpim cimyx60Boi iHbopmanii Ta indopmarii, MO CTaHOBHUTL NepaBHY
TAEMHUIIO) Ta BiAKpUTOi iH(poOpMarii, BuMoOra momo 3aXUCTY SKOI BCTaHOBJICHA 3aKOHOM,
BUJIB “A” Ta “B”.

14. O6’ext excmepTHsu (sk 3aci6 kpumTorpadidHoro 3axucTy indopmarii xareropii “II”, “K”)
MOXe OyTH BHKOPHCTAHHI i MOOYIOBH 3acoGiB KPHUIITOrpadiyHOTO 3aXUCTy 3 OOMEKEHHM
JOoCTyIIoM (KpiM iH(opMaTlii, 10 CTAHOBUTE AepKABHY TAEMHHUIO), BUIB “A” Ta “B”.

OcobmuBi yMOBH (pexoMenaarii):

1. Crynenb oOMexeHHs noctymy no imgopmanii, 3axucT Kol Mae 3abe3nedyBaTcs 00’ €KTOM
CKCIEPTH3H, IO BUKOPUCTOBYETECA y CKIIa/li KOHKPETHOTO KOMILIEKCY 3ac06iB 3aXHCTy iH(popMmanii,
BHU3HAYACTBCS BUMOTaMH JI0 BiIIOBITHOTO KOMILIEKCY, BUAIB “A” Ta “B”.

2. Jliss eKCIepTHOTO BHCHOBKY MOIUMPIOETHCS HA 3pasKé 06’€KTa €KCIEPTHU3H, SIKi BHTOTOBIIEHI
BiIMOBiAHO 1o TexHiumEX ymoB TY V 30.0-32248356-016:2011 i3 Cropimennsvy AUCA.02-2016
npo 3uminy Ne 14 Criositmersismg AUCA.03-2016 mpo 3mimy Ne 2.
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Tepmin nii ekcniepTHOTO BI/ICHOBI\(}( — 10 27.10.2021.
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