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AEPKABHA CIYAKBA CHEHIAJBHOTO 3B’S3KY
TA 3AXUCTY IHOOPMAIIlI YKPAIHU

ByJ. Cosiom’sincbka, 13, m. Kuis, 03110,
Teu1. (044) 281-92-10, ¢axc: (044) 281-94-83, e-mail: info@dsszzi.gov.ua
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EKCIIEPTHUI BUCHOBOK

Hara Bunaui: /4 .03.2017 M. Kuis
Bunannit: ToBapucTBy 3 06MexeHO0 BinmoBinampricTIo “ABTOP” (xox €JIPTIOY 32248356)

Ha mifcTaBi pimenns ExcrepTHoi kowmicii 3 mmTans IIPOBEICHHS NEPXKABHOI €KCIIEpTH3U B cepi
KpunTorpadiunoro 3axucry indopmarii JlepxasHoi CITyXOH CIELialbHOrO 3B’S3Ky Ta 3aXHCTY
indopmanii Ykpairu, mpotoxor Bix 07.03.2017 No 281.

O6’ext excnieprusu: I[IPUCTPOI JUISI ABTOMATHUYHOIO OBPOBJIEHHSI TH®OPMAIIII-
KJITOUl EJIEKTPOHHI “SECURE TOKEN-337" AUCA.467369.010
AYCA.467369.012, AUCA.467369.014, AUCA.467369.024.
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Pospobnenuii (Burotosnenuit): ToBapHCTBOM 3  0OOMEKEHOIO BinoBiganeHicTio  “ABTOP”
(xom €IPTIOY 32248356).

Excnieprauii 3akman: Anminicrpanis JlepxaBHOI Ciyk6H cIemiaJbHOro 3B’A3Ky Ta 3aXHCTy
inpopmanii Ykpaiau (xox €JPIIOY 34620942).

BucuoBku:

1. B 06’€ekTi eKcnepTH3H IpaBUIBHO peani3oBaHO Kpunrorpadiuni anropurmu, susHadeni JICTY
I'OCT 28147:2009 (B pexumax npocToi 3aminm, raMyBaHHs 13 3BOPOTHHM 3B’SI3KOM Ta OOUMCIIEHHS
imiToBcTaBku), OCT 34.311-95, ICTY 4145-2002 (Tipu peanizanii B momzoMiansHoMy Gasuci).

2. B 00’€KTi eKCIIepTH3M MPaBUILHO PEai30BAHO kpunrorpadiuni anropurmu mmdpysanns DES,
TDEA, AES Bimmosimao no JICTY ISO/IEC 18033-3:2015 (8 pexumax ECB, CBC, CFB,
BusHaveni JICTY ISO/IEC 10116:2014).

3. B 06’€KTi eKCIIepTH3M MPaBUIBHO Peai3oBaHo Kpunrorpadiunuii anroput™ mudppysaus RSA,
BusHavenuii PKCS#1 v2.1 RSA Cryptography Standard (3a cxemoro RSAES-PKCS1-vl 5 3
NOBXHHOIO Kifoua 1024, 1536, 2048 6ir).

4.B 006’€KTi eKcIepTH3d NpaBHIBEHO peani3oBaHo KpUITOrpadiuynuif anroput™ (GpopMyBaHHS Ta
IEPEBIPAHHS  ENEKTPOHHOrO IH(pPOBOro migmucy RSA, Busmauenmit PKCS#1 v2.1 “RSA
Cryptography Standard” (3a cxemoro RSASSA-PKCSI-vl_5 3 nosxwunoio xmoua 1024, 1536, 2048
oir).

5. B 06’€eKTi excrepTH3H IpaBHILHO peati3oBaHo Kpunrorpadiunuii anroputm remysanas SHA-1,
BusHavenuit B JICTY ISO/IEC 10118-3:2005.

6. B 06’€KTi eKCIepTH3H NpaBHIBHO peai3oBaHO QIrOpUTM BUPOONEHHs imiToBcTaBku (MAC)
srigao anroputMy DES Binmosimao mo FIPS PUB 81 Federal Information Processing Standards
Publication 81 (B pexxumi po6ota MAC-CBC).

7.B 00’€KTi eKCHepTH3H NPaBHIBHO peati3oBaHO aIropuT™M BUPOONEHHS iMmiToBcTaBku (MAC)
srigHo anroput™y AES Bigmosizao mo NIST 800-38A NIST Special Publication (B pexumi MAC-
CBOQ).

8. B 00’€KTi eKCIepTH3M NpaBUILHO peasi3oBaHO QITOPUTM BUPOONEHHs imiToBcTaBku (CMAC)
3rigHo anroputMy AES Binmosinuo no NIST Special Publication 800-38B (B pexxumi CMAC).
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9. llopsimox BHPOOJIEHHS CEaHCOBHX KIIOWIB Ul IM(PYBaHHA HaHMX B 00’€KTi eKCIepTH3H
peai3oBaHo BiANOBiAHO N0 mokyMeHTa “3acobu K3I. Mertoauka BUPOGIEHHS CEaHCOBOTO KIIIOUA,
aBTeHTU(iKallii, TeHepyBaHHS BHIQAKOBHX IIOCIIZOBHOCTEM Ta KOHTpOmO 3acobiB K3l
AYCA.460709.001”.

10. TIpoToxon aBTOHOMHOrO y3romkeHHs KmodiB tumy Jipdi-Tenmana (KANIDH), skumit
peai3oBaHo B 00’€KTi eKCTIEPTH3H, BilOBiJac BUMOraM Hakasy AMiHicTparii JlepxaBHOI ciryx6u
CICLiaJIbHOTO 3B’SI3Ky Ta 3aXuCTy iHhopmanil Yipainu Bix 18.12.2012 Ne 739 “TIpo 3aTBepmKeHHs
Bumor 1o ¢opmaris kpuntorpadivHux IOBiZOMICHb”, 3apeecTpoBaHOro B MiHicTepcTBi rocThuii
Ykpainn 14.01.2013 3a Ne 108/22640 (ECDH B mnosniHoMiansHOMY 6a3uci, 3 JOBXHHOIO KIHOYA
163-509 6ir).

11.B o0’exTi eKkcmepTH3HW KMIOYOBi HaHi 306epiraloThCss B 3aXHINEHOMY 3amaM’STOBYIOUOMY
IPUCTPO] i3 HEMOXKIIMBICTIO X HECAHKIIOHOBAHOTO 3UMTYBAHHS.

12. O6’exT excrneptu3u Bimmosinae Bumoram Texmiumoro 3aBmaHHS T3.AUCA.467649.041-01 i3
HomnosueHHsM Ne 1 10 HBOTO, B YyacTHHI pearisanii GpyHKIiH KpunTorpadiuHEX HepeTBOPEHb.

13. O6’ext excniepTu3sm (sK 3aci6 kpunTorpadiunoro saxucry ingopmanii kareropii “I1I”, “K>, “P”,
“II”) Moxe GyTu BUKOpHCTaHHUH M MoOyMOBH 3aco0iB KpunTorpadiqHoro 3axucry iHpopmarii 3
0OMEXeHUM N0CTynoM (kpim ciryx6oBoi iH(opmanii Ta iHpopManii, mo CTaHOBHTH HepKaBHY
TAEMHMIIIO) Ta BiAKpHTOI iHdOpManii, BUMOra mo/io 3aXuCTy IKOi BCTAHOBJICHA 3aKOHOM, BHIIB “A”
Ta “B”. :
14. O6’exr excmeptusm (sx 3aci6 xpuntorpadivunoro 3axucry indopmamii kareropii “II”, “K”)
MOXe OyTH BHKOPHMCTaHMH i MmoOyJoBH 3aco6iB KpunTorpadidHOro 3axmcTy 3 OOMEKEHHM
IOCTYNoM (KpiM iH(popMaIlil, Mo CTaHOBUTH JE€PKaBHY TAEMHHILIO), BUIIB “A” Ta “B”.

Ocob6nuBi ymoBH (pekoMeHaaIlii):
1. Ctynenp oGmexeHHs OocTymy no iHpopmanii, 3aXMCT sAKOi Mae 3aGe3medyBaTHCS 00’ €KTOM
CKCTIEPTH3H, [0 BUKOPUCTOBYETHCA y CKIIa/li KOHKPETHOTO KOMILIEKCY 3aC0o0iB 3aXHCTy iHpopMaIii,
BH3HAYa€ThCA BUMOIaMH JI0 BIIIIOBITHOTO KOMILIEKCY, BUMIB “A” Ta “B”.
2. Jlis eKxcrepTHOro BHCHOBKY IIOIIMPIOETHCS HA 3paskd 00’€KTa eKCIIEPTH3H, SKi BHTOTOBJIEHI
BiNOBiAHO 10 TexHiuHKMX ymMOB TY V 30.0-32248356-017:2011 i3 Crosimernnsm AUYCA.02-2013
po 3miny Ne 1 ta CroimenasaM-AUYCA.03-2016 npo 3miny Ne 2.
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TepMiH i eKCIIGPTHOrO BHCHQBI{y‘*—\ 10 27.10.2021.
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